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10 Things Keeping Nonprofit Auditors Up At Night 
The internal audit (IA) function is vital to the health of any nonprofit, regardless of mission or 
scope. The audit committee and its individual members are crucial partners in safeguarding 
the integrity, purpose and, ultimately, the success of organizations. They often face challenges 
navigating a strained regulatory environment, all while trying to do more with less. Here’s a 
list of the top 10 challenges keeping internal auditors up at night, and possible remedies to 
help continue the critical work. 
http://www.thenonprofittimes.com/news-articles/10-things-keeping-nonprofit-auditors-up-at-
night/ 
 
Stakeholders Have Last Word on Whether Internal Audit Adds Value 
If you were to ask your stakeholders to describe how internal auditing adds value, you might 
receive a different response from each person you talked to. The CEO might focus on 
recommendations for improving efficiency, while the chief financial officer might describe 
audit value in terms of cost savings. 
https://iaonline.theiia.org/blogs/chambers/2018/Pages/Stakeholders-Have-Last-Word-on-
Whether-Internal-Audit-Adds-Value.aspx 
 
Auditing the Auditor 
Whether internal or external, audits rarely detect insider fraud. Here’s why. 
Most mid-size to large organizations rely on internal and external audits as a key preventative 
measure against fraud. The problem is, many CFOs assume that a routine financial audit will 
reveal financial anomalies that could be fraud. Unfortunately, quite the opposite is true. 
http://ww2.cfo.com/auditing/2018/10/auditing-the-auditor/ 
 
Internal audit needs to go digital 
The ongoing era of digital transformation taking place in the region promises profound 
change and great opportunity, but it also brings new risks and uncertainties. As the business 
function that evaluates risk management, internal audit could be critical to making an 
organisation’s digital transformation a success. Equally, unless the function embraces the 
transformation itself, it could become ineffective and irrelevant. 
https://gulfnews.com/business/banking/internal-audit-needs-to-go-digital-1.2284295 
 
Internal Audit: Messaging Matters 
At the core of internal auditing is our ability to communicate our work in a way that excites 
people to initiate positive change. Unfortunately, that's more difficult than one would think. 
The easier, and much less productive, path is to point out what is wrong so that people will be 
motivated to make it right. It seems logical, but that is just not how human brains are wired. In 
reality, pointing out what is wrong more often leads to defensiveness and resistance, two 
terms I hear all too often in my interactions with auditors around the world. 
https://iaonline.theiia.org/blogs/Jim-Pelletier/2018/Pages/Internal-Audit-Messaging-
Matters.aspx 
 
Corporate fraud 
Corporate fraud is a global scourge costing hundreds of billions per annum. Asset 
misappropriation, money laundering, insider trading, cyber attacks and general business 
misconduct are among the most frequently reported crimes, particularly by financial 
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institutions. Inadequate anti-fraud systems compound such activity, meaning clear red flags 
are often missed due to a lack of robust policies and procedures. Disturbingly, with 
technology and globalisation continuing to advance, the opportunity for corporate fraud is 
likely to grow. 
https://www.financierworldwide.com/roundtable-corporate-fraud-nov18#.XDO3MRHsbDd 
 
What is worrying internal audit leaders for 2019? 
A survey of 144 chief audit executives shows the far-reaching impact of digitalisation on the 
risk landscape, says Malcolm Murray, vice president and fellow at Gartner. 
Gartner speaks with its internal audit clients each year to identify and qualify their top 
concerns, or “audit hot spots,” heading into the next year. This process helps to substantiate 
and evaluate the hot issues that are forcing companies to respond at a strategic level. 
This year’s results* show that the chief audit executive (CAE) is … 
https://www.financialdirector.co.uk/2018/10/31/what-is-worrying-internal-audit-leaders-for-
2019/ 
 
How Smart Internal Auditors Ask Smart Questions 
The best internal auditors know that there are times when we need to "break the rules" for 
conducting client interviews. Few skills are more essential for internal auditors than knowing 
how to ask the right questions. With effective questioning skills, we can build rapport, 
strengthen understanding, and encourage openness. Without these skills, we can damage 
working relationships or overlook essential information. 
https://iaonline.theiia.org/blogs/chambers/2018/Pages/How-Smart-Internal-Auditors-Ask-
Smart-Questions.aspx 
 
Blockchain’s Role in Cybersecurity  
Could blockchain be a critical innovation in the development of cybersecurity? That 
possibility lies in the technology being decentralized, encrypted and immutable, qualities that 
could shut out hackers. 
But as companies experiment with blockchain, they’re finding the technology requires 
tailored adaptation, including additional security measures. 
The articles in this special report explore the merits of blockchain in cybersecurity and what 
companies have learned from its use. At WSJ Pro Cybersecurity, we will continue to explore 
the potential for new technology in cybersecurity as part of our broad coverage of risks and 
responses. 
http://go.dowjones.com/wsj-pro-cy-blockchain 
 
Technology and values are essential to future business model innovation 
Technology and values are essential to future business model innovation, according to a new 
report by the Association of Chartered Certified Accountants (ACCA). It found that 
organisations are using business model design to build unique approaches to creating value 
and these have the potential to disrupt industries in radical ways. 
https://auditandrisk.org.uk/news/technology-and-values-are-essential-to-future-business-
model-innovation 
 
Knowledge Brief: Auditing Conduct and Culture: An Integrated Approach  
Institutions and regulators increasing focus on culture 
An organization’s culture should not be overlooked by internal audit as a source of potential 
harm. Rehana Anait has spent decades gaining expertise in this arena —developing culture 
and conduct dashboards, risk culture surveys, as well as performing culture assessments, 
audits, and providing training — and says it is especially important now. Not only is it a 
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factor in the success of an institution, regulators are paying close attention to its possible 
effects. 
https://www.theiia.org/centers/fsac/media/Pages/knowledge-brief-auditing-conduct-and-
culture.aspx?utm_postdate=08%2F09%2F18&utm_campaign=FSACAugust_080918&utm_s
ource=twitter&utm_medium=social 
 
Risikomanagement hat oberste Priorität der Bankenaufsicht 2019 
Die Aufsicht über die weniger bedeutenden Kreditinstitute (Less Significant Institutions – 
LSIs) in Deutschland wird 2019 ganz unter dem Zeichen eines professionellen 
Risikomanagements stehen. BaFin und Deutsche Bundesbank haben gemeinsam sechs 
wesentliche Risiken für den deutschen LSI-Sektor in Deutschland identifiziert. Diese sind 
Ertragsrisiken, Zinsrisiken, Digitalisierung und IT-Risiken, Kreditrisiken – darunter 
Entwicklungen im Immobiliensektor –, Länderrisiken sowie Rechts- und Reputationsrisiken. 
Banken müssen damit rechnen, in diesen Disziplinen verstärkt in den kritischen Dialog mit 
der Bankenaufsicht eintreten zu müssen. 
https://www.risknet.de/themen/risknews/risikomanagement-hat-oberste-prioritaet-der-
bankenaufsicht-2019/aec3e60794bace20c2f1cba70178ff32/ 
 
Gefährdet Compliance das Unternehmertum? 
Petra Reindl, Geschäftsführerin der Sixtus Werke Schliersee GmbH, stellte während ihres 
Vortrags auf dem diesjährigen RiskNET Summit im Schloss Hohenkammer die zentrale 
Frage: "Gefährdet Compliance das Unternehmertum?" Ihre Antwort lautet: "Ja". Reindls 
Reise führte vom Einhalten von Vorschriften und Gesetzen zum Damoklesschwert des 
Strafgesetzbuchs, das über Unternehmen und ihren Geschäftsführern schwebt. Vor allem 
kleine und mittlere Unternehmen leiden … 
https://www.risknet.de/themen/risknews/gefaehrdet-compliance-das-
unternehmertum/898b8905b611de46dc72ca7d2e7c3b24/ 
 
Corporate governance theatre: risk culture, plausible deniability and wilful blindness  
James C Paterson provides an overview of plausible deniability, wilful blindness and 
associated phenomena around corporate governance. 
Earlier in 2018, I wrote an article on why we continue to get GRC and assurance surprises of 
some magnitude, despite management assurances and auditor sign offs. My perspective is that 
too often we have ‘corporate governance theatre’. Things look good in many ways, but – just 
below the surface – there are ‘hairline cracks’ that are missed by management, boards and 
even auditors and regulators, until it is too late. 
http://accaiabulletin.newsweaver.co.uk/accaiabulletin/5r66mgf13vy1ck1m8evlry?email=true
&a=1&p=54218919&t=28194286 
 
Are Companies Capitulating on Cybersecurity Risks? 
In the past dozen years or so, cybersecurity has gone from being a mysterious IT concern best 
left to chief security officers (CSOs) and chief information security officers (CISOs) to a top 
priority for boards and executive management. Yet, progress has been painfully slow for a 
problem everyone agrees is evolving at breakneck speed. 
Reports of high-profile cyberattacks are now routine, and … 
https://iaonline.theiia.org/blogs/chambers/2018/Pages/Are-Companies-Capitulating-on-
Cybersecurity-
Risks.aspx?utm_postdate=08%2F20%2F18&utm_campaign=Chambers+Blog&utm_source=t
witter&utm_medium=social 
 
Risk in Focus 2019: Hot topics for internal auditors  
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We are happy to share the third edition of Risk in Focus defining hot topics for Internal 
Auditors. 
This edition is the result of a collaborative effort between seven European institutes of 
internal auditors in France, Germany, Italy, the Netherlands, Spain, Sweden and the UK and 
Ireland. As previously,  Chief Audit Executives (CAEs) have been interviewed in all of these 
territories and across sectors as part of the qualitative research into priority risk areas that are 
expected to be addressed in audit plans for 2019 — and further into the future. To supplement 
the interview process, this year for the first time a survey was distributed that received 311 
responses. 
http://www.eciia.eu/risk-focus-2019-hot-topics-internal-auditors/ 
 
 

Veranstaltungen 
 
GDPR for internal auditors  
ACCA UK's Internal Audit Network is hosting a series of five webinars on GDPR for internal 
auditors, presented by Mike Hughes and Steve Connors (both partners at Haines Watts): 
Beyond GDPR, Big Data vs GDPR, Managing your cyber risk, Third party/supply chain 
assurance, Protecting IP and your business reputation in the digital age 
http://accaiabulletin.newsweaver.co.uk/accaiabulletin/1wc6tzywyxp1ck1m8evlry?email=true
&a=1&p=54218919&t=28194286 
 
 

Publikationen 
 
Factsheet: Combined Assurance 
Combined assurance is a way for internal audit and other assurance providers to work 
together to align their assurance processes so the audit committee and senior management are 
given insights on governance, risk management and control arrangements from a 
comprehensive holistic perspective. This helps to provide consistent messaging, is more 
efficient, provides a common view of risks, and delivers more effective oversight. 
http://iia.org.au/sf_docs/default-source/technical-resources/2018-fact-sheets/combined-
assurance.pdf?sfvrsn=2 
 
Global Knowledge Brief, “Effective Workpapers: Learning the Basics” 
From Documentation and Engagement to Communication and Results 
Just as good communication is at the core of a quality and successful organization, good 
documentation can put good communication in a manageable context and render it central to 
effective policies, procedures, regulations, legal matters, disputes, and audits. Many have 
heard the phrase, “If it is not in writing, it didn’t happen.” This phrase is often used as an 
impetus to strive for better, and more complete, documentation. Simply put, it just makes 
sense to document what is planned, what is done, and what is communicated. 
https://global.theiia.org/news/Pages/NEW-Global-Knowledge-Brief-Effective-Workpapers-
Learning-the-Basics.aspx 
 
Data Analytics in der Praxis 
Das 45-seitige Booklet lässt 10  Projektverantwortliche zu Wort kommen. Große 
Organisationen wie Bosch, CERN oder die Bundespolizei schildern den Weg zu ihrer 
Analytics-Lösung, welche Probleme dabei auftraten und wie sie gelöst wurden. 
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Wer am Anfang eines Datenprojekts steht, wünscht sich oft Ratschläge und den 
Erfahrungsaustausch mit anderen Anwendern. Deshalb kommen die Projektleiter selbst zu 
Wort. 
https://go.it-novum.com/data-analytics-in-der-
praxis?utm_source=Twitter&utm_medium=Card+Ad&utm_campaign=Data+Analytics+Praxi
s 
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