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The Analytics Journey: Analytics Roadmap 
As internal audit embarks on its analytics program, it needs a method to guide auditors in 
selecting and prioritizing projects. 
The previous article in The Analytics Journey series discussed how each new test 
development can be thought of as a project and how a consistent project methodology can 
support the scaling, scope, and rotation of the program. Now that internal audit knows how to 
perform the projects, it must decide which projects to tackle first and which projects to save 
for later. 
https://iaonline.theiia.org/2020/Pages/The-Analytics-Journey-Analytics-
Roadmap.aspx?utm_source=twitter&utm_medium=social&utm_postdate=08/21/20&utm_ca
mpaign=ITO 
 
Cybersecurity governance: A path to cyber maturity 
All organizations need cybersecurity governance programs so that every employee 
understands and is aware of cybersecurity mitigation efforts to reduce cyber risks. 
In an increasingly challenging threat landscape, many organizations struggle with 
implementing and enforcing effective cybersecurity governance. 
The "Managing Cybersecurity Risk: A Crisis of Confidence" infographic by the CMMI 
Institute and ISACA states that, … 
https://searchsecurity.techtarget.com/post/Cybersecurity-governance-A-path-to-cyber-
maturity 
 
Corporate governance in COVID-19: Cybersecurity and technology considerations 
Cybersecurity oversight is a key fiduciary responsibility for a board of directors and was a 
significant concern for companies even before the COVID-19 pandemic forced so many 
organizations to suddenly shift to remote work. Data breaches and other cyber threats pose 
significant competitive, reputational, and litigation risks and require increasingly costly 
investments to prevent, detect, and respond to. Changes in the environment as a result of the 
pandemic have … 
https://www.journalofaccountancy.com/news/2020/sep/corporate-governance-in-coronavirus-
cybersecurity-technology-
considerations.html?utm_source=mnl:cpald&utm_medium=email&utm_campaign=21Sep202
0 
 
COBIT 2019 and the IIA 2019 Guiding Principles of Corporate Governance: Two 
Frameworks, Many Similarities 
Both frameworks are standards- and guidance-related publications. As explained in COBIT 
2019, it is considered an umbrella framework, with several referenced standards that are not 
included as content.4 The same idea is considered in the IIA document, where the guiding 
principles are a summary of different references’ viewpoints. This characteristic facilitates 
integration and permanent updates with new publications and national and international 
regulations. 
https://www.isaca.org/resources/news-and-trends/industry-news/2020/cobit-2019-and-the-iia-
2019-guiding-principles-of-corporate-governance 
 
Why CyberSecurity And AI Are Top Governance Risks For Board Directors And 
CEOs? 
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Ask most board directors and CEO’s to define cybersecurity and artificial intelligence in a 
board meeting and have them share their answers and you may well find that their depth of 
knowledge is too shallow in their duty of care responsibilities. 
https://www.forbes.com/sites/cindygordon/2020/09/21/why-cybersecurity-and-ai-are-top-
governance-risks-for-board-directors-and-ceos/#5bc6ce456fd4 
 
GRC als "Klammer" diverser "Managementsystem-Inseln 
Auf Seiten der EU wurde ein Hilfspaket mit einer Summe von über 500 Milliarden Euro zum 
"Aufbau einer besseren Widerstandsfähigkeit gegen Krisen" beschlossen. Insbesondere sollen 
hierbei Reformen unterstützt werden, "die das Gesundheits- und Sozialsystem, die Forschung, 
die Digitalisierung und die grüne Wende hin zu erneuerbaren Energien vorantreiben und 
verbessern". In den einzelnen Ländern sind ebenfalls milliardenschwere Hilfspakete gepackt. 
 "Fit for Future und förderwürdig": Die Guten ins (Förder-) Töpfchen, die Schlechten in die 
Insolvenz? 
https://www.risknet.de/themen/risknews/?tx_news_pi1%5Bcontroller%5D=News&tx_news_
pi1%5Bnews%5D=4590&cHash=0f0daf2dd5573e094db8d8c53d87ac5b 
 
Internal Auditors: Be Trusting But Skeptical 
From the early days of my career, I was told that internal auditors should not simply accept 
what we are told, that we should always take the extra steps to double-check the information. 
En route to the answers, it was important to build reliable sources by creating open, 
productive working relationships. In this way, we could establish trust. But we also should 
ensure that trust was earned. 
https://iaonline.theiia.org/blogs/chambers/2020/Pages/Internal-Auditors-Be-Trusting-But-
Skeptical.aspx 
 
For compliance professionals, is AI part of the solution or part of the problem? 
Is artificial intelligence the biggest blessing or the biggest challenge of our age? Considering 
the relentless proliferation of legal requirements in nearly every jurisdiction of the world, the 
question is more relevant than ever for compliance professionals. 
https://fcpablog.com/2020/09/02/for-compliance-professionals-is-ai-part-of-the-solution-or-
part-of-the-problem/ 
 
Disruption Brings More Calls to Action for Internal Audit 
This time of year is typically slow for the release of thought leadership in the internal audit 
profession. The IIA, internal audit service providers, technology firms, and others normally 
unleash a wealth of white papers and reports earlier in the year, then there's a lull before a 
bevy of fresh new ideas and perspectives once again flows. But 2020 has been anything but 
typical, with insightful and topical content not ebbing as we navigated the pandemic from our 
home offices. 
https://iaonline.theiia.org/blogs/chambers/2020/Pages/Disruption-Brings-More-Calls-to-
Action-for-Internal-Audit.aspx 
 
Survey: Internal Auditors Ill-Equipped for ‘Next-Gen’ Technologies 
Internal audit leaders need to look to the future and improve adopting next-generation 
auditing techniques, a new Protiviti survey found. 
Protiviti’s 2020 internal audit capabilities and needs survey “Exploring the Next Generation 
of Internal Auditing,” examines the competencies of nearly 780 chief audit executives and 
internal audit leaders in the industry to find priorities for internal auditors to focus on … 
https://internalaudit360.com/survey-finds-internal-auditors-ill-equipped-in-next-generation-
technology/ 
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Cyber Risk, Financial Stability and the Payments System 
Cyber risk remains at the top of the list of risks to the financial system, and the financial 
system is well known as the primary target for hackers (see here, here and here). In response, 
financial institutions expend huge resources on protecting their information systems—by one 
estimate, well over $100 billion. Yet, the losses may be even larger: a recent European 
Systemic Risk Board report suggests they could be anywhere from $45 billion to $654 billion 
annually. 
https://www.moneyandbanking.com/commentary/2020/7/26/cyber-risk-financial-stability-
and-the-payments-system 
 
Strong and Effective Internal Audit Is Essential to Keeping Companies out of Trouble 
Hefty fines levied by U.S. regulators last week in two high-profile cases provide new 
examples of how ineffective controls can lead to significant problems. One instance was 
driven by inadequacies in managing cloud computing risks, the other resulted from 
conspicuous and deliberate rejection of sound governance practices. In one instance, internal 
audit was part of the problem. In the other, it was a victim. 
https://iaonline.theiia.org/blogs/chambers/2020/Pages/Strong-and-Effective-Internal-Audit-Is-
Essential-to-Keeping-Companies-out-of-Trouble.aspx 
 
Why tough conversations are so tough to have – and what to do about it 
I think it’s something we all have in common. There are simply some conversations we don’t 
want to or don’t know how to have, and so we either avoid the conversations (or the 
person/people we should be having the conversations with), plunge into the conversations 
recklessly, or carefully think through exactly what we need to say (and end up watching our 
words so carefully that we often don’t get our point across). 
https://chatsworthconsulting.com/2020/07/30/why-tough-conversations-are-so-tough-to-have-
and-what-to-do-about-it-2/ 
 
5 risk management lessons from the coronavirus pandemic 
The coronavirus pandemic has amped up risk management, forcing executives and employees 
to adapt to remote work, learn new technologies, and find different ways to serve clients and 
customers. 
https://www.fm-magazine.com/news/2020/jul/risk-management-lessons-from-coronavirus-
pandemic.html?utm_source=mnl:cpald&utm_medium=email&utm_campaign=30Jul2020 
 
5 Things Internal Audit Must Tell the Audit Committee Now! 
As we continue to navigate the treacherous risk landscape that includes an ongoing global 
pandemic, much is being said and written about whether internal auditors are stepping up for 
their organizations. I am certain we are contributing value during this time, but I also know it 
may not always be evident — that's because many internal auditors are … 
https://iaonline.theiia.org/2020/Pages/5-Things-Internal-Audit-Must-Tell-the-Audit-
Committee-Now.aspx 
 
COSO offers guidance on blockchain and internal control 
The Committee of Sponsoring Organizations of the Treadway Commission has released a 
new paper offering its views on how blockchain technology can be used with an 
organization’s internal controls over financial reporting. 
https://www.accountingtoday.com/news/coso-offers-guidance-on-blockchain-and-internal-
control 
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EU-Whistleblower-Direktive setzt Unternehmen unter Zugzwang (Teil 1 & Teil 2) 
Whistleblowern soll besonderer Schutz zukommen, damit sie rechtliche Verstöße in und von 
Organisationen ohne negative berufliche oder persönliche Konsequenzen melden können.  
Die EU-Staaten hatten deshalb Ende 2019 eine Whistleblower-Richtlinie verabschiedet. Bis 
Ende 2021 bleibt Zeit, diese Direktive in jeweils nationales Recht umzusetzen. Die 
entsprechende Richtlinie (EU) 2019/1937 des Europäischen Parlaments und des Rates vom 
23.10.2019 finden Sie hier. 
https://www.compliancedigital.de/ce/eu-whistleblower-direktive-setzt-unternehmen-unter-
zugzwang-teil-1/detail.html 
https://www.esv.info/aktuell/eu-whistleblower-direktive-setzt-unternehmen-unter-zugzwang-
teil-2/id/110414/meldung.html 
 
Budgeting for Cyber Security Post-COVID: 3 Golden Rules for the C-Suite 
This is not just about tech, and there is no tech silver bullet which can buy you cyber 
resilience 
The COVID crisis is presenting most businesses with unprecedented situations – for good, 
bad or worse. Uncertainty still dominates but the … 
https://www.business2community.com/cybersecurity/budgeting-for-cyber-security-post-
covid-3-golden-rules-for-the-c-suite-02361069 
 
Are We Ready to Move Beyond COVID-19 Risks? 
The desperation for normalcy grows daily after more than eight long months battling the 
insidious COVID-19 virus. This anxious desire for a return to a comfortable routine is 
reflected in growing public pressure for accelerated vaccine trials and resistance to calls for 
new lockdowns, even as a new wave of the disease threatens many regions of the world. 
https://iaonline.theiia.org/blogs/chambers/2020/Pages/Are-We-Ready-to-Move-Beyond-
COVID-19-Risks.aspx 
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How to apply machine learning to improve compliance and streamline your GRC 
activities 
Machine learning is based on the idea that computers can find patterns, make decisions, and 
learn from data. As new applications for this technology unfold, every industry will be 
impacted. So, how can organizations—who are creating and collecting massive amounts of 
data—apply machine learning to better demonstrate compliance and reduce the cost (and 
manual efforts) of managing risk and compliance? 
https://info.wegalvanize.com/machine-learning-governance-
ebook.html?utm_source=display&utm_medium=oceg&utm_campaign=ebook-machine-
learning-governance&utm_content=ebook&mrkto_source=na-oa-2020-11-09-oceg-machine-
learning-eb&utm_source=OCEG+Partner+Announcements&utm_campaign=83fa786809-
EMAIL_CAMPAIGN_2020_11_02_10_26&utm_medium=email&utm_term=0_7a261414fe-
83fa786809-122266965 
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New report explores steps to identify and fight fraudulent activities  
"Skepticism in Practice," a new report by the Anti-Fraud Collaboration, a cooperative 
dedicated to enhancing the effectiveness of financial fraud risk management, explores the 
importance of more critically assessing the potential for fraud and examining some of the 
biases that can leave organizations blind to deceptive activities. A healthy dose of skepticism 
is key. 
https://global.theiia.org/about/about-internal-auditing/Public%20Documents/AFC-
Skepticism-in-Practice.pdf 
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