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Six Simple Cybersecurity Tips For Your Small Business 
Every single one of us relies on technology. Small businesses rely on it as much as the giants, 
just on a smaller scale. My firm’s clients look us up online and use our website. We store 
confidential information and communicate via email. We download documents and research 
and file forms online. 
https://www.forbes.com/sites/theyec/2019/04/29/six-simple-cybersecurity-tips-for-your-
small-business/#7bcf556674a2 
 
The Challenges to Internal Audit in a Zettabyte World 
The long-promised next generation of mobile connectivity, known as 5G, will soon be reality, 
with some experts predicting a quantum leap in the technology in as little as two years. Hans 
Vestberg, CEO of Verizon Communications, put the impact of 5G on the world in perspective 
when he spoke recently at the 2019 CES conference in Las Vegas. "5G will change 
everything," he said. 
https://iaonline.theiia.org/blogs/chambers/2019/Pages/The-Challenges-to-Internal-Audit-in-a-
Zettabyte-World.aspx 
 
Hyperventilating about cyber – Part I 
It’s hard to see a survey these days that doesn’t include cyber as one of the top risks faced by 
organizations around the world. 
But should it be? Are we hyperventilating unnecessarily? Or is the risk so severe that such a 
reaction is justified? 
https://normanmarks.wordpress.com/2019/01/20/hyperventilating-about-cyber-part-i/ 
 
Exposure to cyber-attacks in the EU remains high - New ENISA Threat Landscape 
report analyses the latest cyber threats  
In 2018, the cyber threat landscape changed significantly. The most important threat agent 
groups, namely cyber-criminals and state-sponsored actors have further advanced their 
motives and tactics. Monetisation motives contributed to the appearance of crypto-miners in 
the top 15 cyber threats. 
https://www.enisa.europa.eu/news/enisa-news/exposure-to-cyber-attacks-in-the-eu-remains-
high/ 
 
The Problem Corrective Action Is Solving 
In my prior blog post, I discussed an article from the Forbes website titled "4 Steps to 
Building a Compelling Value Proposition" written by Michael Skok. In that article, the author 
stated that the first step in developing a compelling value proposition should be defining the 
problem you intend to solve and determine if it's a problem worth solving. I then talked about 
how internal audit shops may not have really figured out the problem they were trying to 
solve. 
https://iaonline.theiia.org/blogs/jacka/2019/Pages/The-Problem-Corrective-Action-is-
Solving.aspx?utm_postdate=01/29/19&utm_campaign=Jacka+Blog&utm_source=twitter&ut
m_medium=social 
 
We Are Not Always the Solution 
It is an interesting thing to watch an internal audit department become recognized and 
respected in an organization, particularly when that department has spent significant time 
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being unrecognized and/or disrespected. There is a tendency to respond like Sally Fields at the 
Oscars. "You like me; right now, you like me!" (And, yes that is the actual quote. You could 
look it up.) 
https://iaonline.theiia.org/blogs/jacka/2019/Pages/We-Are-Not-Always-the-
Solution.aspx?utm_postdate=02%2F12%2F19&utm_campaign=Jacka+Blog&utm_source=lin
kedin&utm_medium=social 
 
5 Ways Internal Audit Can Fail to Adequately Serve Its Organization 
There are a multitude of pressures on modern internal audit departments. Expectations are 
high, resources are limited, and risks are emerging at unprecedented speed. Many chief audit 
executives have their internal audit teams poised to address these challenges. Yet sadly, poor 
or misguided choices by chief audit executives (CAEs) can lead to internal audit falling short. 
https://iaonline.theiia.org/blogs/chambers/2019/Pages/Five-Ways-Internal-Audit-Can-Fail-to-
Adequately-Serve-Its-Organization.aspx 
 
Transforming Risk Management in 2019 and Beyond 
When the New Year rolled around I was thinking about the changes I would like to see in 
both practices and thought leadership around the management of risk, when I saw a new video 
from my good friend, Alex Sidorenko. 
Alex had been attending a risk management conference in Dubai led by another friend, Alex 
Dali. In this video, he shares a key takeaway. 
https://www.cmswire.com/information-management/transforming-risk-management-in-2019-
and-beyond/ 
 
How to create Internal Control Framework for your company 
Companies are required to create internal control framework to ensure that things are 
working. Company while creating internal control framework want to have number of control 
as less as possible to ensure that they don’t get red flagged in reviews. 
Auditors are required to … 
https://manojbagarwal.wordpress.com/2019/02/15/how-to-create-internal-control-framework-
for-your-company/ 
 
The impact of Digital and Artificial Intelligence on audit and finance professionals: 
harnessing the opportunities of disruptive technologies 
On 30 January 2019, ACCA (Association of Chartered Certified Accountants) and EY jointly 
organised an event in Brussels on the impact of Digital and Artificial Intelligence on audit and 
finance professionals: harnessing the opportunities of disruptive technologies. 
https://www.accaglobal.com/gb/en/technical-activities/technical-resources-
search/2018/december/impact-of-digital-and-ai-on-audit-.html  
https://www.accaglobal.com/content/dam/ACCA_Global/Technical/Reports/30%20January%
202019%20ACCA-EY%20event%20%20REPORT%20FINAL.pdf 
 
Internal Audit and Atypical Risks 
When a Canadian cryptocurrency exchange CEO died unexpectedly, he was the only person 
who knew the security keys and passwords needed to access $70 million in cash and $190 
million in bitcoin and other cryptocurrencies belonging to his company's 115,000 clients. The 
Supreme Court of Nova Scotia has granted the company, QuadrigaCX, protection from 
creditors while appointed monitor Ernst & Young (EY) sorts out the mess. 
https://iaonline.theiia.org/blogs/Jim-Pelletier/2019/Pages/Internal-Audit-and-Atypical-
Risks.aspx?utm_postdate=02/20/19&utm_campaign=Pelletier+Blog&utm_source=facebook
&utm_medium=social 
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Data Is a Matter of Trust 
Overcoming utility and trust gaps are needed for organizations to leverage analytics for 
decision-making. 
Despite the hype, most organizations aren't relying on analytics to guide their decisions. 
Indeed, just 15 percent of more than 2,400 business leaders and managers surveyed say their 
organization uses advanced analytics, research by MIT Sloan Management Review 
Connections finds. 
For many, the problem is trust — trust in … 
https://iaonline.theiia.org/2019/Pages/Data-Is-a-Matter-of-
Trust.aspx?utm_postdate=02/21/19&utm_campaign=ITO&utm_source=twitter&utm_mediu
m=social 
 
GDPR Compliance And The Right to be Forgotten, One Year On 
2018 brought about a major shift and more clarity in the world of individual data privacy. 
May marked the one-year anniversary since the European General Data Protection Regulation 
(GDPR) was introduced. The regulation was an attempt to unify the existing legislation put in 
place by individual EU member states. GDPR is designed to … 
https://www.forbes.com/sites/danpitman1/2019/06/04/gdpr-compliance-right-to-be-forgotten-
one-year-on/#4a5fe0be64d2 
 
An Audit of Strategy 
Four questions can help internal auditors ensure an effective strategic management process, 
the backbone of organizational success. 
The International Standards for the Professional Practice of Internal Auditing and The 
Committee of Sponsoring Organizations of the Treadway Commission’s (COSO’s) Enterprise 
Risk Management–Integrating With Strategy and Performance emphasize strategy as the basis 
for internal audits. Despite this, auditors still often lack the tools and methodologies to audit 
strategy development and implementation for their organizations. By understanding the 
needed … 
https://iaonline.theiia.org/2019/Pages/An-Audit-of-Strategy.aspx?utm_postdate=03/05/19 
 
Opening the machine learning black box 
Machine learning models are at the forefront of current advances in artificial intelligence (AI) 
and automation. However, they are routinely, and rightly, criticised for being black boxes. In 
this post, I present a novel approach to evaluate machine learning models similar to a linear 
regression – one of the most transparent and widely used modelling techniques. The 
framework rests on … 
https://bankunderground.co.uk/2019/05/24/opening-the-machine-learning-black-box/ 
 
The new guardians of emerging technology 
Internal audit should be involved in digital projects at the outset, from setting strategic 
objectives to successful implementation. 
BEING an internal auditor - and a movie buff - I sometimes wonder how the outcome of a 
movie would change if an internal auditor was involved in the plot. 
Imagine if the - spoiler alert - android in Ex Machina was programmed with internal audit 
input, then the killings of the inventor and tester would not have occurred and the escape of 
the robot stopped. Perhaps it might not … 
https://www.businesstimes.com.sg/opinion/the-new-guardians-of-emerging-technology 
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Veranstaltungen 
 
New OnDemand course: Auditing culture  
IIA President and CEO Richard Chambers and former IIA Managing Director of CAE 
Solutions Doug Anderson team up to provide a comprehensive examination of organizational 
culture; approaches, guidelines and strategies on auditing culture and communicating 
conclusions; and insights into the crucial role internal audit can play in helping stakeholders 
understand culture's influence and importance.  
https://ondemand.theiia.org/learn/course/external/view/elearning/402/AuditingCulture 
 
 

Publikationen 
 
Audit tiptoes the line between audit and risk management  
When the audit executive and the board are both challenged to do better at the same tasks -- 
assessing risk and building a capability to intervene when a risk stretches beyond the comfort 
zone -- questions are raised about corporate governance, risk assurance and the role of the 
chief audit executive. Discover the answers. 
https://www.theiia.org/centers/aec/Pages/tone-at-the-top.aspx 
https://dl.theiia.org/AECPublic/Tone-at-the-Top-June-2019.pdf 
 
Your must-have IoT security checklist: ENISA’s online tool for IoT and Smart 
Infrastructures Security  
ENISA releases today an online tool aimed at guiding IoT operators and industries of IoT and 
Smart Infrastructure when conducting risk assessments. 
The tool will help users save time when identifying threats and prioritising security areas of 
importance. 
The tool provides a combined view of the security good practices that ENISA has been 
developing for the last years to secure IoT, Industry 4.0 and Smart Infrastructures, such as 
smart cars, smart airports, smart hospitals, and smart cities. The information provided through 
this tool for each thematic area reflects the information comprised in corresponding ENISA 
reports that have been released in the past. 
https://www.enisa.europa.eu/news/enisa-news/your-must-have-iot-security-checklist-enisas-
online-tool-for-iot-and-smart-infrastructures-security/ 
 
Global Knowledge Brief, Innovative Approach to Audit Reports - A Better Way to 
Communicate Risk 
The Institute of Internal Auditors released a new Global Knowledge Brief, “Innovative 
Approach to Audit Reports.” The report outlines how Frontier Communications, a national 
telecommunications company headquartered in Connecticut, uses visualizations and data 
analytics in the audit reporting process to improve clarity and understanding, while providing 
a foundation for continuous improvement and refinement. 
https://global.theiia.org/news/Pages/NEW!-Global-Knowledge-Brief-Innovative-Approach-
to-Audit-Reports.aspx 
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